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*FSH SUPPLEMENT 1 TO AR 380-5
DEPARTMENT OF THE ARMYHEADQUARTERS, 

FIFTH U. S. ARMY
AND FORT SAM HOUSTON
Fo~t Sam Houston, Texas 78234-5000
24 July 1989

Security
DEPARTMENT OF THE ARMY INFORMATION SECURITY PROGRAM

SUPPLEMENTATION. 

Fu~the~ supplementation of this ~egulation
p~ohibited without p~io~ app~oval of Commande~, USAG, FSH.

is

SUGGESTED IMPROVEMENTS. The proponent for this supplement is
the Directorate of Plans, Training, Mobilization and Security.
Users are invited to send comments and suggested improvements
on DA Form 2028 (Recommended Changes to Publications and BlankForms) 

to Car, Fifth U. S. Army and F'ort Sam Houston, ATTN:
AFZG-PTM-S, Fort Sam Houston, Texas 78234-5000

AR 380-5, Department of the Army Information Security Program
Regulation, 25 February 1988, as supplemented by FORSCOM
Supplement 1, 15 December 1988, is further supplemented as
follows:

Page 4. ADDendices. Add the following:

Appendix BB (Sample Emergency Evacuation/Destruction Plan)

Appendix CC (SAEDA Briefing).

Appendix DD (Entry/Exit Inspection Sign).

Appendix EE (Sample Reco~d of Issue of DD Fo~m 2501)

Para.f;raoh 1-201. Aoolicabilitv. Add subparagraph e:

e. This supplement, along with AR 380-6 and FORSCOM
Supplement 1 to AR 380-6, applies to all military and civilian
personnel under the jurisdiction of the Commander, USAG, Fort
Sam Houston (HQ, USAG, FSH).

AddPaJ'a.J'&oh l-ellb. Delefation of Cla88ifioation AuthoJ'ity.
subparagraph 5.

5. No office or individual has been delegated original
classification authority for any level of classified information
at HQ. USAG. FSH. All classified documents originated within
HQ. USAG. FSH will either be derivatively classified or
classified lAW classification guides and/or regulations. If a
person not authorized to classify originates or develops
information he or she believes should be safeguarded. the
!uidance in paragraph 2-600. AR 380-5. will apply.

This supplement supersedes FSH Suppl 1 to AR 380-5, 31 March 1986
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Para~rat>h 2-103. Challen~es to Classj~fication.
g:

Add subparagraph

g. Individuals authorized access' to classified information
will be cognizant of the procedures for challengingclassifications. 

DA Form 1575 (Request for/or Notification of
Regrading Action) will be forwarded thru RQ. USAG. FSR. ATTN:
AFZG-PTM-S when a challenge is desired.

P&r&gr&Dh 2-212. Extr&st8 of Inform&t~ Add 8ubparasraph d:

d. When guidance is obtained fl'olm the classifiel' of SOUl'ce
matel'ial, such documentation will be maintained with the file Ol'
l'ecol'd copy of the extl'acted infol'mation.

Para.raDh 2-e00. Procedures. Add 8ubparagraph f:

f. Request for classification evaluation will be forwarded
thru HQ, USAG, FSH, ATTN: AFZG-PTM-S, to the appropriate
classification authority.

Para~raDh 5-181. Standard. for Stora~. Eguipment.
following:

Add the

On Fort Sam Houston. the S&G Model 8077A Combination Padlock
will not be used in any way to secure classified material.

Para~raI>h 5-102. Stora.fe of Classified Information.
subparagraph f:

Add

f. Storage Authority:

(1) Activities sto~ing classified mate~ial must have
written autho~ization f~om HQ, USAG, FSH, ATTN: AFZG-PTM-S, to
sto~e such mate~ial. Requests fo~ such autho~ity will be
submitted to the above office and will contain the following
info~mation:

Classification level of holdings to be maintained.

Type material to be maintained.

to(c) Type security container to be used for storage,
include FSN/NSN.

Location of container (room and building number).

(2) Upon receipt of such requests, representative<s) of
the Security Division, DPTMSEC will conduct a physical check of
the desired classified holding area(s) to ensure compliance with
applicable guidelines/regulations. Upon conclusion, a
determination will be made, and if area meets minimum standards,
written authorization will be furnisl1ied to store the classifiedholdings.
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Add subparagraph h:Pal'a.fl'at>h 5-104bl. Chan.fins.

h. The Security Division, DPTMSBiC, will provide assistance
in changing combinations, if requiredl. The same office will be
notified if there is a safe lockout, malfunction, or indication
of possible malfunction. (See app I, AR 380-6, for malfunction
indicators) .

Para~raDh 5-104b3(d). Recordin. Stor!~e Facility Data. Add the
following to the information added by FORSCOM Supplement 1:

Combinations to all master/control containers will be stored
with the Command Document Custodian, Directorate of Information
Management (DOIM) , or with a higher headquarters when approved
by the Security Division, DPTMSEC.

Para.raoh 5-105. Reoair of Dama.ed Security Containers.
subparagraph e:

Add

e. All repairs to damaged security containers will be
checked by the Security Division, DPTMSEC, prior to the
container being placed back into service.

Para.-raoh 5-10e. Turn In or Transfer of Security Eauioment. Add
the following to the information added by FORSCOM Supplement 1:

Security Division, DPTMSEC, will be notified in writing of all
transfers or turn in of security equipment.

Para.raoh 5-200. Custodial Precaution~
and j:

Add 8ubparagraphs h, i

h. Command Classified Document Custodian. DOIM willappoint, 
in writing, a custodian of classified material for HQ,

USAG, FSH. The Command Security Manager will establish
requirements and other procedures to be used by the Command
Custodian in locating and protecting classified material.

i. Unit/Activity Classified Document Custodians.
Unit/activity classified document custodians will be appointed
in writing for all units/activities which store or otherwise
maintain classified materials. Custodians will be selected on
the basis of experience and reliability and will maintain a
security clearance at least equal to the highest classification
of material for which the unit/activity is approved to store ormaintain. 

Based on the volume of classified holdings, the
document custodian may also be designated as the unit/activity
security manager. A copy of the orders appointing custodian(s)
will be forwarded to the HQ, USAG, FS:H, ATTN: AFZG-PTM-S.
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j. Activities which maintain smc~ll amounts of classitied
holdings should coo!'dinate with the C~ommand Document Custodian
to!' sto!'age ot documents at the DOrM. Requests fo!' such
sto!'age will be fo!'wa!'ded th!'ough HQ, USAG, FSH, ATTN:
AFZG-PTM-S, to the Di!'ecto!', DOIM, A'J~TN: Secu!'ity
Manage!'/Command Document Custodian. W!'itten app!'oval will be
g!'anted by the DOIM Secu!'ity Manage!' and the Installation
Secu!'ity Manage!' at which time the activity !'equesting sto!'age
will designate the Command Document C~ustodian as the activity
document custodian by Wl'itten appoint,ment. Additional guidance
to!' sto!'age will be included in the Wl'itten app!'oval. This does
not negate the activity o!' unit's !'eslponsibility to!' !'eview ot
these documents at least annually.

Para~raDh 5-203a. Emer.enov Plannin~.. Add the following to the
information added by FORSCOM Suppleme'nt:

Appendix BB contains a sample emergen.cy evacuation/destruction
plan. Each activity should use this plan or develop another
plan to meet specific situational requirements. Each activity
which modifies or develops additional plans will provide one
copy to HQ, USAG, FSH, ATTN: AFZG-PTM-S.

Add subparagraph 8.ParagraDh 5-203d. Emer..noy Plannin...

8. Each activity which stores classified holdings will
maintain emergency evacuation contain,ers. Single drawer, easily
t~ansportable safes should be employed when available. When the
volume of classified holdings is small, la~ge opaque envelopes
may be used, otherwise collapsible corrugated shipping boxes
should be p~ocured. When boxes or envelopes a~e identified as
evacuation containe~s, they will be maintained at or nea~ the
pe~manent secu~ity containe~ and designated fo~ eme~gency use by
affixing a 3x5 ca~d which ~eads, 'Eme~gency Evacuation Containe~
fo~ Classified Documents., accompanied by o~ganization/activityidentification. 

Packing tape o~ twine will also be maintained
to seal containe~s.

AddPara.ra~h 5-205d2m. Security of Meetin.-s and Conferences.
subparagraphs n, 0 & p:

n. As HQ, USAG, FSH does not maintain an approved secure
briefing area, requests for the use o,f uncleared facilities for
classified meetings will be forwarded. to the Security Division,
DPTMSEC, not later than ten working d.ays prior to the scheduledmeeting. 

Requests to conduct regularly scheduled or recurring
classified meetings will be submitted. annually to HQ, USAG, FSH,ATTN: 

AFZG-PTM-S. As a minimum, req:uests will contain the
following information:

Date,time. 

place and duration of meeting.

Activity point-of-contact sponsoring the meeting
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(3)discussed.Highest level of classi~~ied information to be

(4) Security measures coordinated for the meeting.

o. The sponsoring activity will provide guards at all
entrance/egress locations to/from the briefing area to control
access at all meetings where classified information will bediscussed. 

When available, appropriately cleared Military
Police personnel should be utilized as coordinated between the
sponsoring activity and PMO. When PMO personnel are not
available, properly cleared personnel other than Military Police
may be employed. Control personnel will ensure that no
unauthorized personnel loiter in the immediate area.

p. Access to classified meetings and conferences must be
strictly controlled. Roster of Personnel Authorized Access to
Classified Information, validated by the Chief, SecurityDivision. 

DPTMSEC, is the only access roster authorized for use
within HQ. USAG, FSH. Proper identification will be compared
against access roster prior to granting individual access to the
classified briefing area. Access will be denied to any
individual not listed on this form until verification is
received from the Security Division, DPTMSEC. by the most
expeditious means.

Para~raDh 5-300.1(i). Activity Entry and Exit InsDectionPro~ram. 
Add the following paragraphs:

(1) As a minimum, entry/exit inspections will be
conducted at the following activities:

ACTIVITY LOCATION DIRECTORATE

B1dg 258
B1dg 2001
B1dg 155
B1dS 300
B1dg 2250
B1dg 371
B1dg 4015
Bldg 3520
Bldg2265
B1dS 366
Bldg 16
Bldg 41g0
Bldg Ig80
Bldg 2061
Bldg612A

DPTMSEC
DPTMSEC
DPTMSEC
DPTMSEC
DOL
DOL
DOL
507t.h MD Co
41st. aSH
DOrM
DorM
DorM
DorM

Security Division
Photo Branch, TSC
P&O Division
Mob Division
P&O Division
Maint Division
Sup & Svcs Division
Ops Section
S2/:3
Message Center
Communications Center
Computer Center
HF Radio Station
546th EOD
1:37th EOD

(2) The following criteria will be used in determining
the minimum number of hours entry/exit inspections will be
conducted during each quarter:
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(.!i..) Facilities which stol'e, process or handle less
than one linear foot of material claslsified SECRET or
CONFIDENTIAL will be subject to a ma~timum of one hour of
entry/exit inspections each quarter.

(Q.) Faci 1 i ties which stor'e, process or handle more
than one linear foot of material claslsified SECRET or
CONFIDENTIAL will be subject to a ma>4:imum of six hours of
entry/exit inspections each quarter.

(£.) Facilities which stor'e, process or handle any
amount of TOP SECRET or special acceSiS material will be subject
to a maximum of eight (8) hours of enltry/exit inspections eachquarter.

(~) During BOC activations, a minimum of one hour of
entry/exit inspection will be conducted for each 24 hour period
of BOC activation.

(3) All entry/exit in8pection8 will be scheduled and
conducted by Security Divi8ion personnel. These inspections
will be unannounced.

(4) Signs will be posted in the immediate vicinity of
the entry/exit inspection point during the inspection. These
signs will be similar to the sign at appendix DD.

(5) The Security Division, DPTMSEC is designated as the
Control Office for all inspections of this type. Personnel
di.covered with clas.ified material and no Courier Authorization
Card (DD Form 2501) will be referred to the Control Office for
further disposition. Inspectors who made the discovery will
obtain the individual'. name, grade, SSN and office of
assignment as well as identifying data of the document(s) in the
individuals possession (subject, office symbol, date andclassification). 

This information will be relayed to the
Control Office as quickly as possible and will be noted in the
report of the entry/exit inspection.

Para.ranh 5-302b2. Insnection Procedures and Identification.
Add subparagraphs (i), (j) and (k) after subpara8raph (h) added
by FORSCOM supplement 1:

(i) DD Forms 2501 (Courier Autholrization Cards) for HQ,
USAG, FSH will be issued for the .Greater San Antonio, Texas
area., which includes Camp Bullis, Camp Stanley, Kelly,
Randolph, Lackland and Brooks Air For'ce Bases. These cards are
not valid outside this area.
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(j) The Installation Security Manager, DPTMSEC, will issue
DD Forms 2501, by serial number, to all subordinate security
manasers of HQ, USAG, FSH activities. Security managers will
control i.sue of these forms to individuals having a need for a
Courier Authorization Card. A record of each card issued will
be maintained. Appendix EE contain. a sample record of issue
format.

(k) Individuals from Defense Mapping Agency and Special
Security Office activities at Fort Sam Houston, who are carrying
SCI material may request exemption from inspection to p~eclude8 inadvertent disclosu~e' or compromi8e of this material.

Courie~ Authorization Cards for these individuals will be
overstamped with a notification exempting the bearer from
inspection and must be used in conjunction with SCI Courie~
Orders issued by the local Special Security Officer. Personnel
f~om the 902d MI, who a~e ca~rying SAP mate~ial will also be'
issued ove~stamped DD Fo~ms 2501, and: may ~equest exemption f~om
entry/exit inspections when ~equired. These overprinted cou~ier
ca~ds will be cont~olled and issued by the Installation Secu~ityManage~.

Para"ra~h 6-105. Res~onsibi1ity of Authority Orderin..
Investi..ation. Add subparagraph g:

g. Within HQ, USAG, FSH, informal inquiry UP AR 15-6 and
any other investigations will be ordered by the Garrison
Commander or Deputy Garrison Commander only.

Para~raDh 7-300£. Transfer of Accountability.
4 :

Add subparagraph

4. As a minimum, three copies of the joint inventory will
be completed. One copy will be retained by the departing TSCO
one copy will be maintained on file in the activity, and one
copy will be forwarded to the Security Division, DPTMSEC.

Para~raph 7-301. Secret Information. Add subparagraphs e and f
after subparagraph d added by FORSCOM Supplement 1.

e. Although administ~ative accountability ~eco~ds keeping
has been ~elaxed, the ~equi~ements fo~ p~otection of classified
info~mation f~om unautho~ized disclos:u~e ~emain in effect.
Enfo~cement of official need-to-know cont~ols and physical
8afegua~ds ~emain. Cont~ols on hand ca~~ying, t~ansmission,
identity and autho~ized access of ~ecipients, ~emoval of
documents f~om gove~nment facilities, and ~ep~oduction cont~ols
also ~emain in effect. A listing of sec~et documents will be
used to facilitate filing and ~et~iev'al.

f. When a classified document is received from another
headquarters and not routed thru the DOIM and an acknowledgment
of receipt is requested or required, the receiving unit/activity
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will hand ca~~y the mate~ial and the ~eceipt to the DOIM fo~p~ocessing.

Pal'a~l'aDh 7-305. Restl'aint 01' ReDl'odyction. Add the following:

Classified material will only be reproduced on equipment under
the control of DOIM. Requests for exception to this policy will
be forwarded to Security Division, DF'TMSEC, with full
justification and classified reproduction capabilityexplanation.

Para~rat>h 7-305b. Add the following:

The Installation Security Manager, Security Division, DPTMSEC,
is appointed as the official authorized to approve reproduction
of SECRET information. Units/activities requiring copies of
such material will hand carry the material to the Security
Division, DPTMSEC, accompanied by DD Form 844 (Requisition for
Local Duplicating Service), signed by the director, staff
section chief, or unit/activity security manager. Once
approved, the material will be taken to the DOIM forreproduction. 

Requests for exceptions to this policy will be
forwarded to the Security Division, DPTMSEC. Unit/activities
(who have reproduction authority, see 7-305 above) security
managers are authorized to approve reproduction of confidentialmaterial.

Para.«rat)h 8-102. Secret Information. Add subparagraph i:

i. All secret material mailed from this headquarters will
be coordinated with the Command Document Custodian.
Unit/activity security managers will ensure compliance with
paragraphs 8-200 and 8-202, AR 380-5, regarding mailing of
classified material.

Para~ra1)h 8-303a1. Add the following:

Written requests will be forwarded to the Security Division,DPTMSEC, 
and will include the information in figure B-2, FORSCOM

Supplement 1, this regulation. Once approved, the request will
be coordinated with the authorized travel order approving
official and a copy provided as an enclosure/amendment to the
travel order.

Para.f:raoh 9-101. Method of Destruotio!!..:.. Add the following:

Classified material will be destroyed in the post disintegrator
building 4224, or by other approved means defined in appendix I,
AR 380-5. The unit/activity security manager, classified
custodian, or other properly cleared individual will hand carry
material to the destruction facility and will remain with the
material until destruction is confirmed. If continuous strip
shredders are used to destroy classified material, the 'Secure
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Volume' concept will be strictly enforced. (See para K-2a,
appendix K, AR 380-5). No new continuous strip shredders will
be obtained. The post disintegrator is approved for destruction
of all levels of classified material and is available for use of
all Fort Sam Houston activities and tenants. Use of this
activity will be coordinated thru the Security Division,DPTMSEC.

Para~raDh 9-104. Classified Waste. Add the following:

Within HQ, USAG, FSH, classified waste will not be ~etained
longe~ than 30 days. Such waste will be sto~ed in an app~oved
secu~itylsto~age containe~ until dest~uction is effected.

Para~ranh 10-101. Scone and Princ!nle!. Add subparagraph n:

n. Within this headqua~te~s, all pe~sonn.l autho~ized
access o~ expected to be autho~ized access to classified
info~mation will ~eceive a secu~ity b~iefing f~om the
unit/activity secu~ity manage~ within 30 days of a~~ival in the
unit/activity and/o~ p~io~ to actual access to classified
info~mation. Ref~esh.~ b~iefings, IAW pa~ag~aph 10-102, will be
conducted at least annually the~eafte~. In addition to the
b~iefing ~equi~ements of pa~ag~aph 10-101, specific secu~ity
~esponsibilities and unique unit/activity p~ocedu~es will be
defined.

Para~raDh 10-104a. Forei~n Travel Briefing. Add subparagraph 4
after subparagraph :3 added by FORSCOM Supplement 1.

4. The Security Division, DPTMSEC, will conduct foreign
travel briefings for all personnel of this headquarters as
required or requested. Unit/activity security managers will
coordinate with the Security Division, DPTMSEC for scheduling of
these briefings.

Para4ranh 10-105. Termination BriefinU..:..h: Add subpa~ag~aph g and

g. The Secu~ity Division, DPTMSEC, will conduct te~mination
b~iefing of all pe~sonnel whose clea~ance has been ~evoked.

h. Preparation. completion. and filing of DA Form 2962
personnel terminating employment will be accomplished by the
activity Security Manager.

Para~ra1)h 13-3040. Field PrO.fram Mana~ement. Add the following:

The Chief, Security Division, DPTMSEC, will be appointed as the
Security Manager for Headquarters, USAG, Fort Sam Houston. Each
unit, directorate, and separate agency or activity of HQ, USAG,
FSH, will appoint a security manager to administer the
Information Security Program (ISP) with that organization.
Commanders, directors, and chiefs of activities may appoint
additional security managers in subordinate elements to assist
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in administering the ISP if warranted by the location, size, or
function of the subordinate element. A copy of all securitymanagers' 

appointment orders will be forwarded to the HQ, USAG,
FSH, ATTN: AFZG-PTM-S.

~a~~.fr!Dh !3-304c1(h). Field Pro.fram Mana.fem!~..:.. Add the
following to subparagraph (1) added by FORSCOM Supplement 1:

The Secu~ity Division, DPTMSEC, will conduct annual secu~ity
inspections of all units, di~ecto~ates, and activities within
HQ, USAG, FSH. A copy of the inspection ~epo~t will be
fo~wa~ded to the inspected activity whe~e it will be maintained
until ~eceipt of the next equivalent inspection ~epo~t.

Para.raDh 14-104a. ReDortin~ ViolatiQDS~ Add the following:

Reports of violations, as described in paragraph 14-101 above,
will be forwarded thru the Security Division, DPTMSEC.

FOR THE COMMANDER:

GEORGE A. FINLEY
Director of Information Management

GEORGE A. FINLEY
Director of Information Management

DISTRIBUTION:

A
B
25 -AFZG-PTM-S
25 -AFZG-IM-LSBP
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APPENDIX BB

SAFE REHOV AL & DESTRUCTION
OF CLASSIFIED MATERIAL

1 .IN CASE or FlU OR NATURAL DISASTER REQUIRING ItlfEDIATB
EVACUATION or THE BUILDING:

If possible, all classified .a~erial will be re~urned ~o ~be
securi~y con~ainer, and ~be con~ainer locked prior to

evacua~ion. Where ~he dan.er is so i..inen~ ~ha~ a delay will
threa~en the safety of personnel, ~he 8ecuri~y con~ainers will
be locked and personnel will carry any classified aaterial in
~heir possession out with them as they evacuate.

2. IN CASE OF CIVIL DISTURBANCE, TERRORIST AC!IVITIIS, KMIHY
ACTION, OR OTHER EMERGENCY CONDITIONS REQUIRING RKLOCATIOIt OF
CLASSIFIED MADRIAL:

a. Safe re80val of classified aaterial will be accO8Plished
only upon the order of the C088ander, USAG, Fort S.. Houston or
the following designa~ed represen~atives:

Deputy Garrison C~ander

USAG S~aff Du~y Off icer

(3)Security.Director of Plans, Trainin8, Mobilization and

Staff Directors.

Chief, Security Division, DPTMSEC.

b. Once ordered, the following personnel are responsible
for accomplishing the safe removal of 4~lassified material (See
attached list):

Activity Security Manager.

Custodian of Classified Documents.

Senior properly cleared ~erson present.

Alternate responsible personnel, properly cleared.

c. If the order to implement the 8afe removal plan is
received telephonicallY', the responsib:le individual (paraaraphb, 

above) should verifY' the order bY' return call if there is anY'
doubt concerning ~he authen~ic1~Y' of the order.

BB 1
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d. To effect. safe removal, all cLassified .at.eria1 will be
placed in emeraency evacuat.ion cont.ainers. Classified aat.erial
will be removed fro. t.he securit.y con't,ainers in accordance with
t.he priori'ty assigned 'to each drawer or con'tainer. The
emergency evacua'tion containers will be aoved in accordance with
ins'truc'tions provided by 'the official ,direc'tina 'the ac'tion.
(NOTE: Bach ac'tivi'ty will establish a priaary and a1terna'te
evacuat.ion sit.e and will document. a't leas't one prac'tice
evacua'tion annually). Upon evacua'tion, 'the eaeraency evacuation
con'tainers will be accoapanied by one ,of the individuals listed
in para8raph 2b, above. Further ins'truc'tions will be furnished
a't 'the evacua'tion site.

3. IN CASE OF EMERGENCY DESTRUCTION:

When emeraency destruction is ordered, the post disintearator,
blda 4224, will be used, time permittina. The post incinerator
will be used in an emeraency situation to assist in the rapid
destruction of classified material. Local destruction by
alternate methods will be authorized only by those individuals
listed in paragraph 2a, above. If local destruction is
authorized, material will be destroyed in accordance with the
priorities listed on the security container. Local destruction
will be accoaplished by personnel listed in paragraph 2b, above
and without regard to pollution, preve:ntive maintenance or other
environmental constraints.

4. The Chief, Security Division, DPTHSBC, will be notified
immediately upon completion of all directed eaeraency evacuation
or destruction actions.

5.

References:

a. Paragraph 5-203, AR 380-5, Department of the Army
Information Security Progr88.

b.

FORSCOH Supplement 1 to AR 380-5

FSH Supplement 1 ~o Aft 380-5c.
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PERSONNEL RESPONSIBLE FOR Rll«>VAL/
DESTRUCTION OF CLASSII'IID MATERIAL

ACTIVITY

TITLE NAME DUTY POSITION

Security Manager

~

Document Custodian

~

Alternate

Alternate

Alternate

Fiaure BB-1. Saaple Foraat tor Attach8ent t.o Sate Re80val 6;
Destruction ot Classified Docuaent.s Plan

BB3
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APPENDIX CC

SAEDA BRIDING

Reaardless of our duties, each of us :possesses infor8ation of
value to hostile intelligence. The purpose of this Subversion
and Espionaae Directed Aaainst the U. S. Ar8y (SAlDA) is to
acquaint you with 8ethods used by hostile in~elli.ence services
(HOIS) to obtain inforaation and your responsibili~y t.o report.
any actual or suspected approach by a forei8D a.ent. rirs~, it
is important. to understand each of the el.-ents we arediscussina.

1. SUBVERSION: Is the atteapt by an individual or group to
underaine our faith and alleaiance in our government, our nation
or the AMerican way of life.

2. ESPIONAGE: Is the practice of obtainina. transaittina.
or recei ViDa inforaation concernina national defense or security
with the intent of assisting a foreian power.

3. DIRECtED AGAINST !BE U. S. ARMY: This not only includes
those in uniform, but civilian employees and dependents of
ailitary and civilian employees.

4. DELIBERATE SKCURI'fY VIOLATION: This is when an
individual who has been placed in a position of trust and
responsibility with the U. S. Govern8ent deliberately and
willingly discloses classified defense inforaa~ion ~o a person
or organiza~ion, which is no~ authorized access ~o such
inforaa~ion. A delibera~e securi~,. violation is punishable by a
818,000.00 fine, 10 years in prison, or bo~h. Other higher
penal~ies can, and have been i.posed.

History has demonstrated that thi:s country's Armed Forcesmembers, 
civilian employees, and thei:r dependents are prime

targets of hostile intelligence servi,ces. I'or that reason, it
is important to remember that we are .all poten~ially subject to
approach regardless of our location. HU88n intelli8ence agents
are active agains~ the U. S. Military overseas and in the
Continental United Sta~es.

The FBI Special Agent had been trailing the blue and silver
Astrovan for over an hour when it caae to a fork in the road.
The left fork branched off into the mountains of westernVirginia, 

the right continued on to Washington, D. C. The van
took the right fork, and the Special .~ent lit up a cigar in
satisfaction, his first cigar in several aonths.

Why the satisfaction? The driver of the van was John A.
Walker, who was suspected of spying for the Soviets. The reI
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had received a tip tro. Walker's ex-wite, and had hi. under
surveillance for aon~hs. On this Hay afternoon in 1985, when
John Walker left his hoae in Nortolk, Vir.inia, the FBI
suspected ~hat he aiaht be headina tor Washincton, D. C., to
meet with a KGB officer assigned to the Soviet E8bassy. The FBI
was right, the chase was on.

A team of fBI Special Agents and investiaati ve support
personnel tracked Walker to a re80te location in the Maryland
suburbs of Washington where he stopped his van near a road si8n,
got out, and stashed a paper shoppin. bag in the woods. When
the bag was retrieved by FBI personnel they were startled by itscontents. 

Inside were dozens of classified U. S. Govern8entdocuments. 
The FBI followed Walker to a aotel where he was

arrested for espionage.

That afternoon a Soviet Zabassy official had been seen in
the area where Walker had left the shoppina baa. He was AlekseyG. 

Tkachenko, a known KGB officer. Tkachenko apparently sensed
that somethina was wrona and had returned to Washineton without
attempting to pick up Walker's package. A few days later, his
tour of duty was terainated preaaturely and he returned to the
USSR.

The Walker case is just one of the many espionaae
operations that have been uncovered and neutralized in recentyears.

Who are these spies standing trial for espionage? By far
and away they're Americans--not foreilDers. Eighteen of the 25
persons arrested in 1984 and 1985 were born in the UnitedStates. 

These figures are somewhat misleading, for during the
same two-year period a nuaber of Soviet officials were also
observed in the act of committing espionage, but because they
had diplomatic i..unity were not arrested. Instead, they were
sent home, never to return to continue their trade.

While it is true that many of the espionage trials
received front-page coverage, the struggle between A8erican
counterintelligence forces and hostile foreign intelligence
services remains, for the aost part, unseen, shrouded in
secrecy. The following information should shed S088 light on
the targets and strateaies of these foreign intelligence
services and attempt to enlist 1nforaed citizens, particularly
those of you having access to classified inforaation, into thisstrugale.

THE THREAT:

The world of espionaae and countereapionaae is a popular
subject of fiction. It has been the topic of innuaerable books,
short stories, television aeries, and movies. The role of the
spy and "Secret Aaent" has becoae 80 sensationalized and
exaggerated that it is easy to think that spying belongs in the
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same category as science fiction and adven~ure novels. Many
Americans believe ~his si.ply because ~hey don)t know who the
spies are or how ~hey operate.

Who are these intelligence officers, and what are they
after? The bulk of thea are fro. the Soviet Union, but the
USSR's allies in Eastern Europe, as well as Cuba, the People's
Republic of China, and other nations also assign intelli8ence
officers to the United States.

The foreign intelligence services assign intelligence
officers to work in the United States, aenera11y under the cover
of an official or a visitor. These inte1liaence officers in turn
operate "agents," most of them AMericans, who collectinformation.

The main objective of these inte11iaence services is the
wholesale collection of information. The 8Ost prized itea, of
course, is classified O. S. Governaent aateria1. However,
unclassified material can also be of 1nestiaab1e value.
Advanced U. S. techno101Y, especially that which is barred for
export to these countries, is a major intel1iaeDce target.

Since 1915. the number of communist country officials
assigned to the United States has increased at a steady rate.
It has been the experience of the FBI, confir8ed by the
counterintelligence services of our allies, that roughly one out
of ~hree co..unist country officials is an intell1aenceofficer.

Furthermore, the number of busines8 representatives,
scholars, and the like from these countries has aore than
doubled since 1975. Many of these individuals work for or on
behalf of their respective intelligence services, areatly
increasin8 the potential for espionage operations.

From 1975 to 1980, there were 13 espionage arrests. From
1981 to 1985 there were 33 such arrests. This is a cause foralarm. 

It shows the capability of the Soviet KGB and other
intelligence services to commit espionage in the United States.

Here are vignettes of some of the cases:

In late 1981, an Aaerican citizen, Willi88 Holden Bell,
and a Polish intelliaence officer were arrested and convicted of
espionaae after a large aaount and variety of ailitary
technology was passed to Warsaw and, presuaably, to Moscow.

In Hay 1984, Jaaea Durward Harper, an Aaericanbusinessman, 
was found 8Uil~y of espionaae and sen~enced ~o life

imprisonmen~. Harper passed nUMerous classified docU8en~s
concernina U. S. missile and o~her defense ~echnololY ~o Polish
in~elli.ence officers which, as in ~he Bell case, ended in ~he
hands of the Soviets.
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In the sprina of 1985, Tho.as Patrick Cavana.h, an
engineering specialist at Northrop Corporation, was sentenced to
life imprisonaent after he atte.pted to sell classified
documents froa the "Stealth So.ber" project.

In 1985, John Anthony Walker, Jr., Hicbae:L Lance Walker,
Arthur Jaaes Walker, and Jerry Alfred Whitworth were arrested on
espionage charaes for their roles in passina classified
inforaation to the Soviet Union. All 'were convic~ed of thosecharaea.

Also in 1985, retired Central Intelliaence Aaency (CIA)
analyst Larry Wu-Tai Chin was arrested for supplying classified
inforaation to the People's Republic of China tbroughou~ 8Ost of
bis 33-year career. On February 1986, distrauaht over his
conviction for espionaae, Chin c088itted suicide in his jailcell.

In November 1986, Jonathan Jay Pollard, an intelliaence
analyst at the Naval Investigative Service (NIS), and his wife
were arrested for espionage. Pollard provided classified
information to the Israeli intelligence services. Both pled
8Uil~y to espionage charges in 1988.

In June 1986, Ronald Willi.. Pelton, a for8er National
Security Agency employee, was found 8U1l~y of esp10naae. Pelton
supplied the Soviets with extre8ely sensi~ive classified
information for three years. Evidence leadina to Pelton's
arrest for espionaae activity came fr08 an unlikely source, a
hiah-level officer who had defected to the United States.

Also in June of 1986, Richard W. Hiller, a for8er Special
Agent assianed to the fBI' s Los Angeles Office, was found guil~y
of espionage. With the help of two Soviet e8iares, who were
also convicted of espionaae, Hiller passed classified
information to the Soviet Union.

In most of these cases, considerable daaage was done to
the U. S. national security interests For instance, the CIA
concluded that as a result of the 8&1:1 espionage case, the
Polish and Soviet Governments would save "hundreds of .illion8"
of dollars in research and developaent. The docuaents provided
by Bell would enable the. to i.ple8ent proven desicos developed
by the United States and field operational counterpart systems
in a much shorter period of tiae. Similarly, U. S. defense
experts determined that the value of the information turned over
to the Soviets and Poles by Harper was "beyond calculation."
Fortunately, comparable damage was averted when the FBI arrested
Thomas Patrick Cavanagh before be had ~he opportunity to pass
any sensitive documen~s to a hostile :intelligence service.

The need for si.ilar daaage assessaents has been
prevented more than once in recent years, thanks to concerned
citizens like William H. Tanner, Jr.
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In December 1981, Mr. Tanner agreed to assist the FBI and
NIS in a joint investiaation of the last Geraan intelliaence
services (IGIS). Under the direction of the FBI and HIS, Hr.
Tanner, posing as a disgruntled U. S. ailitary officer, walked
into the East German Kabassy in Washina'ton, D.C., and offered to
sell classified U. S. doCUMents.

The last, Geraans aooept,ed his offer. Hr. Tanner met, wit,h
the East, Geraans for several aonths, and in t,he su..er of 1982,
he was int,roduoed t,o his "handler," Alfred Zehe, who is a
physicist, a former exchanae student in t,he Uni t,ed St,at,es, and
an agent of t,he EGIS. ror two years, Mr. Tanner worked as a
double agent, 8eetina Zehe at different, si'tes in Mexico Cit,y and
Europe. At these meetings, Tanner turned over docU8ents 'tha't
had been authorized for release by the U. S. Govern8ent in
exchange for .22,~ fro. the Kas't Geraaos,

In November 1983, while attendina a 8cien~ific conference
in Bos~on, Hassachuse~~s, Alfred Zehe was arrested for esp!onaae
by Special Agents of ~he FBI and subsequen~ly convic~ed of
espionage. In 1984, ~he Eas~ German Government released 23
individuals in exchanae for Zehe and 'three other Soviet-Bloc
spies.

With the assistance of Hr. Tanner, the FBI gained
valuable counterintelligence information concernina EGIS
techniques and operations. It was also firmly established that
the EGIS utilize exchanae students and professor8 in espionageactivity.

During the course of the investigation, Hr. Tanner
repeatedly exposed hi.self to personal danger, with no
expectation of recognition or reward. In 1985, FBI Director
William H. Webster presented Hr. Tanner with the Society of
Former Special Agents annual award.

While newspapers fea~ure s~ories of individuals who have
li~erally sold ou~ ~heir coun~ry for personal fiJ~ancial gain,
William H. Tanner, Jr., is an example of ~hose pa~rio~ic
Americans whose loyal~y and honor canno~ be purchased -a
genuine Hsen~inel of freedom. tt

.. HOSTILE INTELLIGENCE SERVICES STRAftGY:

In their task of gathering information, the intelligence
services have a large array of tools at their disposal.
Satellites collect photographic and electronic data; aircraft
and ships can also gather electronic intel1iaence; the hU88n
source tills the gaps. Some would argue that only the huaan
source can discover intentions, but intentions aust be
communicated or they are nothina .ore than, ausings. Yet it
often takes a human source to provide the key to unscraablina
communications that are intercepted by sophisticated technolo8Y.
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Probably the areatest achieveMent of an intelliaence
organization is the place8ent or recrui t.ent of an aaent in a
sensitive position in a national defense or intelliaence agency
of another governaent. The penetration of private and
co..ercial enterprises involved in sensitive defense research
and development work can also be of areat value. Americans who
have been recruited by hostile intelliaence services can also
serve as middlemen to acquire technology that has been eabargoed
from export. Even if the American does not have access to
classified aaterial or eabargoed technoloay, be (~an be used by
hostile intelligence as a so-called ..spotter," one who can
supply personal data (perhaps unwittingly) about A8ericans who
do have access to sensitive 1nforaation.

The central 8ission of the hostile intelliaence services
in the United States is the assessment and recrui t..nt of
Americans as agents. To this end, intelligence officers andtheir 

agents are in frequent contact with Aaericans, evaluatina
them as potential recruitaent targets. If he appears to have
potential for developaent as an asent, several different
techniques or approaches aay be used to recruit hi..

.

. .F I MANC I AL CONS I DBA,. I OMS / GREED :

The man appeared to be quite successful -he held a job
as an enaineer with a top U. S. defense fira and., on the
surface. was a model cit.izen. This was not. the (~ase. however.
for he was in deep financial t.rouble. But. there was a way out
of his difficult.ies. Be had recent.ly been befriended by an East.
European businessman who, upon hearing of the engineer's
difficulties, offered aonetary assist.ance. The price would be
small -merely supply t.he businessaan with unclassified
technical data from the engineer's fira which he did.

The engineer later realized that even by supplying
unclassified data he had compromised hi.self, and eventually his
"friend" would request classified infor8ation. When this
occurred, the engineer was able to rationalize hj~s actions, and
he continued to provide information for cash.

Needless to say, the East European "businessaan" was no
businessman, but a professional intelligence officer using his
business association as a "cover" for clandestine intelliaence
collection. The engineer had become entanaled irl a full-fledged
espionage operation. He was provided with concealaent devices
in which to hide stolen documents, he executed clandestine
meetings overseas and before beina arrested by t}~ FBI, he had
been paid in excess of 8100,000 for his labors.

In another case, an American businessaan }latched an idea
that he believed would bring in SO8e quick and easy profits. He
would sell classified docU88Dts to a Soviet Bloc country.
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The businessman had no access to classified aaterial, but
his girlfriend did. She worked at a fira involved in U. S.

defense projects. Together they plotted and sto:Le nU8erous
Secret documents. The businessaan then contacted agents of the

Polish intelligence services.

Recognizing ~ha~ ~he Aaerican was .o~iva~ed largely by
greed, ~he Polish in~elligence officer preyed upon his
weakness. The Aaerican was paid $15,000 for ~he initial
docuaen~s and was proaised auch 8Ore if he continued to supply
classified inforaation. Be did, and prior to his arrest by the
FBI, he had been paid $250,000 by ~he Poles for 8ensi~ive
docuaen~8 .The aaterial was so valuable that it was i-.ediately
~urned over to the Soviets. The Polish in~elligence officers
who handled the Aaerican were proao~ed, and they received
co_enda~ions froa ~hen -KGB chairaan, Yuriy Andropov.

The American was convicted of espiona.e mld is nowservin. 
a life sentence in a U. S. penitentiary.

Of the various tact.ics used by spies, tho!se aeared to
exploi t an Aaerican' s aaterial needs are perhaps the 8Ost CO88On
and effective. Hany Soviet and other c~ist ~Lntelli.ence
officers believe that Americans, as capitalists, are hopeless
materialists who can be swayed by appeals to .reed. In the
early 1960s, a Western intelli.ence service ob~ained a copy of
a KGB ~raining aanual used ~o train new officers prior ~o
assianaent in the Oni ted S~a~es. The followin. ~Ls a direc~
quote from the aanual:

"The successful use of financial aotivation in
recruit.ent requires above all an understandina of the
psychological aake-up of the averaae Aaerican. Be
seriously regards money as the only thins which can
ensure his personal freedoa and independence and aake it
possible for hi. to satisfy his aaterial and spiritual
needs. This typical American attitude toward 8Oney
creates indifference to the means by which it is
obtained, even thouah risk is soaetiaes ilkvolved.H

. BLACKMAIL/HOSTAGE SITDATION:

"I

AD. S. Government eaployee, while t.raveljLna in the
Soviet Union, was approached by an attractive woa8D. The
exchange of conversat.ion and t.be f low of vodka oreat.ed an
at.mosphere which led the Aaerioan to venture the propoait.ion,
suppose it's quit.e obvious t.hat t.his repreaentat.ive of a
decadent. West.ern societ.y would !ike to .ake love t.o you." The
proposition was quickly, perhaps too quickly, ao(~ept.ed.

Li ttle did the Aaerican realize tba~ the 1fO88D was a KGB
agen~, and that ~he ensuina events of the evening were being
filmed by ~he KGB. Li~~le did he realize ~hat host.ile
int.elligence services use blackmail, and t.hat. he had become
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involved in a olassio, oomproaisin8 situation. 'rbe situation
left him vulnerable to a blaokaail atteapt. by th4~ KGB.

Luckily, the American blunted the threat c)f any KGB
coercion by revealing the full details of his unfortunate
encounter to Federal authorities upon his return to the UnitedStates.

Hostile intelligence services can play ro'18h in ~heir
drive to compromise and recrui't O. S. ci'tizena vJlai'tinacommunis't 

coun'tries. At'teap'ta 'to co.promise Aaericans ~hrouah
sex and o~her ploys while 'they are ~ouring ~he S~)vie~ Onion and
other Eas't European coun'tries are no't unCO88On, particularly in
the bars and cafes frequented by foreigners. On ~he o~her hand,
such a~~e.p'ts within ~he Oni'ted Sta~es are UDcO88On, al~hou&h
knowledge of any personal vulnerabili ~ies of Aaericans i. souah~
for exploita~ion abroad.

Another tactic eaployed by the hostile in1~elli.ence
services is the exploitation of bostaae situatiolls. If a
foreign intelligence service learns that a targeted individual
bas relatives overseas in 'their country of natiollal oriain, the
individual is regarded as being in a potentially vulnerable
hostage position. First will CO8e gentle persuasion. An
intelligence officer 88Y produce a "letter.. froa relatives
calling for the American to ..cooperate." If tba1~ doesn't work,
tbe intelligence officer may suggest that harsh measures could
be applied to tbe relatives. An Aaerican wbo fil~ds bi.self
approached in this manner lIust lIake solie difficult decisions,
because the 'threat aay be genuine. But if be yiE,lds to such a
request or 'tbrea't he runs the risk of becolling el~tangled in a
very unpleasant experience.

.APPEAL TO NATIONAL PRIDE:

An employee of a leading computer firm whct was of East
European descent was invit.ed to tour his native c~ount.ry. Upon
arriving in Eastern Europe, he was treated gracictusly by
government officials and was provided with a personal '.guide" to
accompany him on the tour. The "guide" was in reality an
operative of an East European intelligence servi(~e, whose
assignment was to assess the visitor's potential for recruit8ent
as an agent. A year after the computer specialist had re~urned
to the United States, he was contacted by an offi.cial from his
native country. The official arranged a luncheoli da~e with the
specialist. At lunch, he attempted to elicit in~!orma~ion about
computers by appealing to the specialist's pride in his native
land.

The approach normally goes som~9'thing like 'this:

..I know you're a good American, but ]( also know you
love your ho8eland. You could really }.elp your people
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by sharing some of you expertise. Thinl!s are touah
over there -you understand. We hope 1t.o rely on
friends like you to help us move int.o 1t.he 20th
Century. 00

This case has a positive outcoae. Recop:lzing the
irregularity of this contact, 'the coapu'ter 8peci~ilis't
immediately contacted the FBI. This was fortuitc)us, tor the
official was, in actuality, an intelligence otfic3er soliciting
information noraally restricted troa hi..

.. EXPLOITATION 01' AN D«>'lIOHAL INVOLVKMK~

A recent espionage case revolved around a U. S.
Governaent employee who was recruited overseas m\d supplied
classified documents and information to a forei~\ agent. What
made this case unusual was the fact that the A8e]~ican received
no monetary payment for her services. She en.a.~td in espionage
because she became rO8antically involved with an agent of a
foreign intelligence service.

The youn8 American was the product of a cJlose-knit f_ily
and was reared in a small Virainia town. She bad seldoa
traveled, and an assignment overseas was sure to produce cultureshock.

Shor~ly af~er arriving at her new job, sh~~ aet a na~ive
of tha~ country, who was labeled by ~hose who kn~tW hi. as a
"ladies man." A romance f lowered be~ween the ~W(). The man
nur~ured ~he rela~ionship for several aon~hs, and eventually
dete~ined ~ha~ the woman had access to sensitiv~~ ..terial. Be
began to exploit ~he rela~ionship ~o obtain clasasified
informa~ion and ~hreatened to end their romance \mIess she
cooperated. She did. The young woaan provided jLnfo~a~ion 'to
the agent for over a year.

Upon returning to the United States, her ~icti vi ties were
uncovered by U. S. Intelligence, and she was evell~ually
convicted of espionage and sentenced to prison. The individual
who recruited her was also arrested and convicted on espionagecharges.

".. ALSE FLAG " APPROACH:

In a false fla. approach, a hostile intel]Ligence officer
aay misrepresent hi.self as a citizen of a countJ~ friendly to
the United States. Thus, a targeted Aaerican 8&1' be duped into
handing over sensitive information by bein. led 1~o believe that
he is aiding an ally of the United States.

In a variation of this approach, an intelJLigence officer
or agent poses as a representative of a nonco..unist country or
entity towards which an American is particularly sYMpathetic.
This variation was used in a case involving an ~Mrican of
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Armenian extraction. He was approached by anoth.sr Ar8enian who
claimed to be a ..distant relative." The relati v.s said he was
working for Armenia, with the assistance of the ~;oviet Union, in
a drive to reclaim lost Armenian lands fro. Turk.sy. The dis~ant
relative was, in actuality, a KGB a&,ent who even1r.ually duped his

target into givina him classified information.

.. APPROACHES BASED ON IDKOLOOY:

If a hostile intelliaence service officer or aaent
believes tha"t an individual has co18uniat sY8pathies, he..,.
make an appeal for information based on ideoloQ.. This type of
approach is now less frequently observed than in the 1950s and
1960s. A "pitch" for inforaation may also be ae.kred 'to take
advantaae of an Aaerican' s desire for international har80ny and
world peace. An intelliaence officer can also e~~loit an
Aaerican's concern for a single issue, such 8S D\lclear
disarmament, by claiaina to have a ai.ilar conceJm, and thus
ingratiate hi8self with "the Aaerican.

An Aaerican scholar in Europe, s)"8patheti(~ toward the
Soviet Bloc, was approached by a hostile service. The scholar
eventually agreed to cooperate with the service jLn workina for
"world peace and haraony." He becaMe an agent oj~ a co_unist
country. When the scholar returned to the Onitecl States, at the
direction of his handlers, he atteapted to aain ttaploY88nt with
the U. S. Government in a position that would gi,re hi. access to
highly sensitive data. Fortunately, his motives "ere uncovered.

, .EXPLOITATION OF AN AMERICAN'S NAIVKft:

This approach aay be used against an i8Pr~tssionable
individual. A c~n 'tac'tic for a hos'tile in'telJLigence officer
is 'to pose as a "s'tuden't" or ., researcher" and exl~loi 't
'tradi'tional Aaerican beliefs, such as freedoa of speech or 'the
convic'tion 'tha't scien'tific advanceaen'ts should b4~ allowed 'to
benefit all mankind in an a'tteapt to elici't infoJ~'tion. Their
targe'ts are usually Aaerican studen'ts, professor!5, or
scientists. In SO88 instances the A8ericans aay not eveD have
access to classified inforaation. They are recnai'ted by hos'tile
intelligence services in the hope 'tha't they will even'tually
ob'tain jobs which afford the. access 'to seDsi ti V~t infor8a~ioD.
In aany instances, ~he 'targe'ted Aaerican is no't 2kware he is
being recruited.

This type of recruitment approach is well exeaplified by
a recent case. In the spring of 1981, an Aaericm. student was
putting in a late evenina, typing a paper in his doraitory rOO8,
when he heard a knock at his door. It was his n~&xt doorneighbor, 

an exchange student from Bulgaria, coa]~laining about
the noise. The Aaerican apologized and later th~kt week invited
his disgruntled neighbor over for drinks. Durin.~ the visit, the
conversation turned to politics, wi th the A8eric~m criticizing
some of the policies of the current U. S. 8,dainis1r.ration. At
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that time, 'the AlDerican was not aware he was tal]~ing to an aaent
of the Bulgarian intelliaence services.

One week later, the AlDerican was invited ,t.o t.he
Bulgarian's roo., where he was int.roduced t.o ano,t.her guest., a
Bulaarian t.rade official. In reality, t.his otfic3ial was an
int.elligence officer who was responsible tor 8on:lt.oring
Bulgarian st.udent activities in t.he Unit.ed State!s.

During the course of the evening, the Bul41arian official
questioned the American extensively about his st\ldies andfinances. 

Before leaving, he asked the Aaerican to assist hi.
in conducting research on some econoaic and tecNlical subjects
for a fee. The American, seeing no harm in thisD agreed. He
continued to conduct research for the Bulaarian official for
almost a year without realizing that he had b.C~M a target for
recruitment. As the American neared the end of )1is schooling,
the Bulgarian official began to take an interest in his
postgraduation plans.

Then something fortuitous occurred. The j~erican watched
a local television news program that dealt with ICGB activities
in the United States. As he watched it, he be.all to see 88fty
similarities between his developing relationship with the
Bulgarian and the KGB recrui taent techniques dep~lcted in theprogram. 

This stark realization led hi. to cont~.ct the FBI.

With the American student's assistance, ~Ile PBI developed
a counterintelligence opera~ion 'tba~ led 'to ~be ~trres~ of ~be
Bulgarian official for espionaae.

.REVENGE ID I SAFnCT ION:

An eleaent which has been at the center oj~ aany espionage
cases is revenge. Soae disgruntled eaployees thjlnk that a quick
way to wreak vengeance, and earn aoney as part oj~ the bargain,
is to sell valuable inforMation to a hostile intEtlligence
service.

The best exaaple of the revenae 8Otive in action occurred
in the William Kampiles case. While still eapl03red by the CIA,
Kampiles had been told by his superiors that his chances for
advancement were .ini.al due to his poor work peJ:-foraance. He
then resigned in a huff from the CIA, stealina a hiahly
sensitive and valuable classified document, which he sold to theSoviets. 

Certainly Kaapiles aained s~()me aeasure of revenae
aaainst the CIA, but in the process did arave haJ~ to hiscountry. 

As a result of his impulsive aesture, he was sentenced
to 40 years in a Federal penitentiary.

.. COUNTERING THE THRKA'f:

There is a co.-on notion that the KGB and other services
are staffed with crude individuals, who have bushy eyebrows,
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wear baggy suits, and speak with thick accents. Nothin8 could be
further from the truth -they are elite organizations coaposed
of well-educated and sophisticated individuals. An iaportant
first step toward countering the spy threat is BQ7 ~o
underestimate their capabilities.

Another point to remember is that an operative of a
foreign intellisence service need not be a foreianer, nor need
the occasion of an encounter with hi. or her be in any wayextraordinary. 

A routine acquaintance, for example, could turn
out to be a diplomat from Eastern Europe or an A8erican who has
been recruited as an agent by a hostile intelligence service.
He could be a "spotter," reporting to an intellillence service on
persons who appear to be susceptible to recrui t8ent, and
arranging for intelligence officers to aeet the..

Do not expect either the intelligence officer or alent to
expose his role in any dramatic or sudden fashion. Usually
there is a long period of cultivation durina which conversations
appear completely innocuous. At any point where an individual
beains to inquire aa8ressively into aspects of your knowledge or
activity, which are classified or otherwise sensitive, you
should certainly stop to consider whether the inquiry is nor8al,
innocent curiosity. It aight be the beginning of an atteapt to
secure sensitive inforaation for ~he benefit of another country.

It is import.ant to recognize when an asso<:iation evolves
from one of strictly business to one of a .ore personal nature.
In recruitment scenarios, a key first s~ep taken by intelliaence
officers is the development of a personal rapport and social
rela~ionship wi~h taraeted individuals. This aust berecognized. 

Casual mee~inas away from the office should no~ be
solici~ed or accep~ed. One fur~her defensive technique is to
avoid one-on-one meetin8s. The more people involved in a
mee~in., ~he less opportunity ~here is for an in1;elliaence
officer ~o develop a personal rapport. or to ask t.he employee
questions he does not want to answer.

If an employee (especiall
classified information) hae deal
the Soviet Union, Bloc countriee
of China, there are a nuaber of
taken. The most important step
reported to a Security Officer.
Officer to monitor the contacte
record.

The role of the Security Officer aust be stressed. Each
Government aaency and private fira that deals in classified
material has, or should have, a specified official responsible
for security matters. This Security Officer ShOllld be
recognized as an ally and not an adversary. If you become
involved in a situation that arouses your suspicions, the
Security Officer should be inforaed i88ediately. His job is to
miniaize damage that results from the loss of sellsitive
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y if an individual bas access to
ings wi~h represen~a~ives froa
, Cuba, or the People's Republic
defensive steps ~bat can be
is ~o have all such contac~s

This allows ~he Securi~y
and ~o pro~ec~ ~he e8ployee's
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information, protect employees fro. getting ensn~trled in
sit.uations involving host.ile intelligence services, and to
extricat.e them when necessary. This assist.ance c~annot. be
rendered if the employee remains silent.. Of COUJt"se, it. is auchbetter 

for an employee to reveal a suspected rel~~tionship
voluntarily than have it COMe to light in the CO11rse of aninvestigation. 

In sua, if you become involved iJrl a co.promising
situation, t.he sooner you consult your Security Officer, t.hebetter 

for all concerned: the employee, the e.p:loyer, and the
United States.

You may be in a place or situation where Jrou cannot or,
for some reason, do not want to contact your Sec11rity Officer.
In the United States, the FBI is as close as YOu]~ nearesttelephone. 

Abroad, the nearest U. S. dipl088tic establish8ent
can arrange to put you in touch with the FBI or other
appropriate U. S. Governaent security officials. Once again, it
must be stressed that your best course of action in any of the
situations described above is to relate the fact!! to a
professional who will be able to analyze the sit\lation and
propose a course of action. Any attempts by untJ~ained or
uninformed persons to handle hostile approaohes on their own
could result not only in personal disaster, but ...y also
interfere with the FBI's counterintelli&'ence effort.

The threat posed by foreign intelligence Iservices can
easily be underestimated. History is replete wi1~h situations in
which a nation's security was gravely damaged by the efforts of
another nation's intelligence service. In our o'm history, the
breaking of the Japanese secret code helped brin,~ U. S. victory
in the Pacific during World War II. On the otheJ:" hand, the
theft of some of our key atoaic secrets greatly ~abetted the
interests of the Soviet Union and threatened our national
security. Intelligence activity is by no aeans 1~rivial; the
fate of nations can be affected.

The United States can be weakened by the 1:.heft of i'ts
vital scientific, technol08ical, poli'tical, and I~ili'tary
knowledge. Its enemies can be strengthened by 'th~~ acquisition of
that knowledge, whether classified or unclassifi~td. I't is 'the
responsibility of all of us, who have been en'trulst.ed with
sensitive da'ta, to do our share in prot,ec'tin&, th~~ na'tional
security. If Americans do no't conduct 'themselvels in a
responsible manner, or do not recopize 'that thils country' s
national securi ty is based upon 'the loyal'ty and ~~fforts of its
citizens, then the tigh'tes't document classifica't~Lon sys'tea, the
most efficient security or&,anizations, or the stJ~on.est &r8ed
forces may be coapletely ineffective in protecti!1. its citizens.

"The only thina necessary
for the triuaph of evil ifS
tor good men to do nothin.r."

Edmund Burke
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